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Basic information  
Contact name and  
email address 
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Action required To agree the reworded paragraph on prayer support, and the 
additional wording on references and use of multimedia 
platforms such as Zoom as requested at Assembly Executive, 
November 2022. 

Draft resolution(s) 15.  General Assembly accepts the additional wording on 
       references and use of multimedia platforms such as 
       Zoom as requested at Assembly Executive,  
       November 2022. 

 
Summary of content 
Subject and aim(s) Assembly Executive agreed the policy at its meeting in 

November 2022, but asked for the inclusion of two further 
paragraphs on references and use of multimedia platforms. 
This version of the policy has also tidied up the wording on 
prayer support, after taking legal and compliance advice. 

Main points  
Previous relevant 
documents 

URC Confidentiality Policy as agreed at Assembly Executive 
November 2021 (paper H1). 

Consultation has  
taken place with... 

URC Legal Adviser 
URC Compliance Officer. 

 
Summary of impact 
Financial None. 
External  
(eg ecumenical) 

None. 

 
1. Assembly Executive agreed the URC Confidentiality policy at its meeting in 

November 2021, but asked for paragraphs to be inserted on writing references 
and the use of multimedia platforms. 
 

2. Assembly Executive spent a great deal of time deliberating the wording for prayer 
support. After further consultation with both the URC Legal Adviser and the URC 
Compliance Officer, 5.5 of the policy offers new wording as follows: 
 

5.5  Prayer support 
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In the instances of vocalised prayers during a church service, prayers written in 
books, hung on prayer trees, and passed on to prayer chain networks, several 
things must be taken into consideration to ensure compliance of data protection 
law. Below is an outline of what local churches should consider when offering 
prayer support to the congregation. 
 
5.5.1 Where an individual might reasonably expect and welcome prayers from 

the local church, it is not necessary to obtain their consent for processing 
prayer requests on their behalf. The local church must be able to justify 
processing an individual’s health data (ie having a legitimate reason where 
health information is shared during prayers). Prior to disclosing information 
about an individual’s health, consideration must be given to the sensitivity 
of the information, and the impact on the individual and their family if that 
information was publicised (for example, information about a terminal 
illness, where it would be expected that expressed consent is sought).  

 
5.5.2 Where there isn’t a legitimate reason/interest for processing an individual’s 

health data, it may be advisable to either: 
• pray for the individual by mentioning their name only, and nothing else 

(on the basis they might reasonably expect and welcome prayers) 
• pray about the illness, without making mention of the individual (ie 

anonymisation); or 
• try to obtain expressed consent from the individual, as health 

information is sensitive personal data. Where the individual is unable to 
give expressed consent, consent can be sought from family members, 
as they will be able to decide on behalf of the individual. 

 
5.5.3 When processing an individual’s personal information, please consider the 

following, in accordance with the UK GDPR. 
• Data minimisation – what is the minimum information needed for a 

person and their health condition to pray for them? 
• Data security – how much personal information is provided verbally, 

printed, or disclosed in various networks? 
• An individual’s right of objection – how does an individual get 

themselves removed from the prayer list/tree, and what would  
that entail? 

 
5.5.4 When a minister, a Locally Recognised Worship Leader or an Assembly 

Accredited Lay Preacher invites topics for intercessory prayers, it’s vitally 
important that the individual understands nothing can be shared about 
them without their expressed consent. However, information that is already 
in the public domain about someone being prayed for can be shared with 
others because it is accessible to all. Information publicly known cannot be 
given personal data protection rights under data protection laws. 

 
3. 5.6 relates to writing a professional reference: 

Information given in a reference is usually based on the suitability of an individual 
for a specific role, as described in a job description and/or person specification.  
It should be an accurate assessment, to the best of knowledge and 
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understanding, as to whether the candidate has the qualifications, skills  
and aptitudes to do the job as described.  

As a referee, you owe the subject of the reference a duty to take reasonable care 
to ensure the information it contains is true, accurate and fair, and does not give a 
misleading impression. Any opinions should be supported with facts.  

It is advisable to avoid referring to any matter relating to any of the protected 
characteristics mentioned in the Equalities Act 2010 (eg the primary reason for 
not disclosing information about health record is to avoid any potential claim for 
discrimination on grounds of disability).  

Under the current data protection legislation, individuals are not entitled to access 
a confidential employment reference written about them. To refuse disclosure, the 
reference should clearly state that it is confidential, intended for the attention of 
the recipient only, and that the author does not give permission for it to be 
disclosed to the subject. With the foregoing statement, the reference would not be 
accessible to the candidate. That said, any reference being freely given on 
request should not contain within it any information that you, as the referee,  
would not stand by.  

4. 1.8 of Appendix 2 now reads:   
 
1.8  Virtual conferencing platforms  

Virtual conferencing platforms (such as Zoom, Lifesize and Teams) are 
approved software tools for conducting remote/virtual meetings. This 
document provides basic guidance on how to protect your privacy and the 
privacy of others when using Zoom: 

1.8.1 Visibility of remote work locations 
Participants should use the platform’s virtual background feature, 
when available, if they do not want to have their surroundings 
visible.   

 
1.8.2 Screen Sharing Privacy 

• Protecting confidential data on your device from being 
viewed: Avoid sharing confidential information visible on your 
other screens. Before screen sharing, close all applications, 
emails and documents that you will not use in that session. 

• Managing whose screen is visible: Default settings should be 
set to limit screen sharing to the host. The host can also allow 
screen sharing by participants. The host can select the “host 
only” setting to prevent others from sharing their screens. If the 
host determines that screen sharing by participants is needed, 
sharing by “one participant at a time” should be selected.  
The host should remind participants not to share other sensitive 
information during the meeting inadvertently. 

 
1.8.3 Managing participants 

Some basic tips for preventing unwanted attendees or ‘bombing’ 
are listed below: 
• Don’t post meeting IDs in public forums 
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• Don’t reuse meeting access codes. You can generate a new 
    access code for each meeting 

• Set a password for the meeting 
• Monitor participant list for unwanted attendees 
• Set up a waiting room function. 

 
1.8.4 Zoom recordings  

When recording a meeting, choose Record to the Cloud, and the 
video, audio, and chat text are recorded in the Zoom cloud. Prior to 
you recording a meeting, you must obtain consent from all meeting 
attendees. The recording files can be downloaded to a computer, 
or streamed from a browser. Recordings can also be password-
protected, restricting their visibility to selected people. Cloud 
recordings allow you to record the meeting in multiple different 
recording layouts, including active speaker, gallery view and 
shared screen, and can be configured with a variety of cloud 
recording storage options. If a meeting host enables cloud 
recording and audio transcripts, both will be stored encrypted.  

 
1.8.5 Retention period 

Zoom cloud recordings are retained for 180 days. Any recordings 
older than 180 days (from the recording date) will be deleted from 
Zoom’s cloud storage service. It is advisable that meetings are 
downloaded and stored on your servers, in a secure folder, if you 
wish to retain them longer than 180 days. The onus will then be on 
you to ensure that you only keep recordings in accordance with 
your local retention schedule period.  
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